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Kantara Initiative – A Snapshot

● International business league non-profit US founded 2009. 

Educational Foundation non-profit US founded 2018, Estonia non-

profit, founded 2017 (licensee). US IDESG assets transitioned to 

Kantara Q3 2018

● Strong ethics & societal purpose.  Low barriers to participation. 

Passionate about giving back control of identity & personal data

● Mission: the global consortium improving trustworthy use of identity 

and personal data through innovation, standardization and good 

practice 

● Business model: Revenue from Membership, Sponsorship, R&D and 

Trust Framework Operations program management invested in 

specification development & publishing platform, and contributions to 

ISO, ITU-T, OECD ITAC and others

● Comprises global thought-leaders; Organizations & Individuals & 

Government agencies

Our Liaisons (examples)

Our Leadership

(CARIN Alliance)
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Kantara’s

International  

membership & 

x10 non- member 

participants

+50 individuals
• US Postal Service

• MIT Trust: Data Consortium

• UHG/Optum

• 1Kosmos Block ID
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‘the Rhythm of Kantara’

‘Nurture, Develop, Operate – that’s what we do’

● Nurture emerging technical communities 

through our discussion & working groups 

and our incubators – present and past 

examples: Identity and Privacy R&D (KIPI) 

program, ID Pro incubator.

● Develop and standardize community 

practices with specifications companies 

can understand, trust and implement.

● Operate conformity assessment programs 

to enable companies to meet their 

adherence goals to standardized practices 

needed to support their business.



Session: Standards for delivering on the MyData 

Principles – all in 20 minutes!!

● “Take each of the MyData 6 Principles and gives examples of Kantara's work” 

● “Offer your views on the current state of the standardization space”  
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Standards: What are the benefits? What are the principles?

● Cooperation 

● Adherence to 

Principles

● Collective 

Empowerment

● Availability

● Voluntary Adoption
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The treaty organisations are often the only 

recognised Standards bodies.
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Adding jurisdictions that feed the Treaty orgs…
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Adding industry consortia –

both heavy and light standards development
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And the resulting 

standards 

landscape?
(examples only)

● ISO 29134 Privacy Impact Assessment Guidelines

● ISO 29151 Code of Practice for PII Protection

● ISO 29184 Online Privacy Notices & Consent (draft)

● ISO 27552 Enhancement to 27001&2 for privacy management – requirements & 

guidelines (draft)

● ISO TR 27550 Privacy Engineering (draft)

● ISO 27018 Code of Practice for PII processing on public clouds

● HIPPA 1996 Privacy Rule & Security Rule 

● COPPA 1998

● Common Accord smart contract template

● Kantara Consent Receipt Specification

● Kantara User Submitted Terms – with Customer Commons (draft)

● Kantara User Managed Access Specification

● NIST 800-53 – Security & Privacy Controls

● W3C P3P Platform for Privacy Preferences Project

● W3C DPVCG (Data Privacy Vocabularies and Controls Community Group) draft

● W3C Tracking Preference Expression (DNT)

● IEEE 7012 - Standard for Machine Readable Personal Privacy Terms (draft)

● OASIS Classification of Everyday Living (COEL) TC

● OASIS Privacy Management Reference Model (PMRM) TC

● OASIS Privacy by Design Documentation for Software Engineers (PbD-SE) TC

https://www.oasis-open.org/committees/coel
https://www.oasis-open.org/committees/pmrm
https://www.oasis-open.org/committees/pbd-se
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Why develop standards? 

(classic answer) 
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Why develop standards? 
(be conscious of ‘standards weaponizing behaviour’)

❖ ‘A tick-box’ for an organisation to give the perception of sustainable ubiquity

❖ Lever to attract members, revenue and mind-share away from competitors 

❖ Develop a walled garden for an exclusive ecosystem

❖ To give traction and credibility to a new regulation in a jurisdiction

❖ To create an ongoing revenue stream to support a market or product strategy

❖ To create standards outside of the classical model, and use the network effect 

from their adoption to drive them to be ‘de-jure’ (HT Drummond)
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Kantara’s work that delivers on the 6 MyData Principles

...always using open standards and protocols
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The MyData 6 Principles

● Human-Centric control of Personal Data

● Individual as the point of Integration

● Individual Empowerment

● Portability: Access and Reuse

● Transparency and Accountability

● Interoperability
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Kantara’s work that delivers on the 6 MyData Principles

In collaboration with Customer Commons



Demonstration of Interoperable 

Consent Receipts

MyData Conference
Wednesday August 29th 2018
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specification and the MyData 6 Principles

● Human-Centric control of Personal Data

● Individual as the point of Integration

● Individual Empowerment

● Portability: Access and Reuse

● Transparency and Accountability

● Interoperability

Attribution: Eve Maler, UMA WG Chair, VP of Innovation & Emerging Technology, ForgeRock
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A privacy dashboard 
ecosystem

requires 
standard data formats 

to be viable

Interoperable Consent Receipt Specification
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Consent/Privacy Dashboard

Interoperable Consent Receipt Specification
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User 

Submitted

Terms

“The User Submitted 

Terms effort has 

been working at 

Kantara in partnership 

with Customer 

Commons for three 

years on 3 layers of 

USTs: Human, Legal 

and Machine 

readable terms”.
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Intent Casting V.01 

User Experience 

and Human 

Readable terms

JLINC is first case
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.. and the MyData 6 Principles

● Human-Centric control of Personal Data

● Individual as the point of Integration

● Individual Empowerment

● Portability: Access and Reuse

● Transparency and Accountability

● Interoperability
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Standardized Consent Receipts 
issued to a data subject
whenever they consent

to personal data processing
will help enable a product ecosystem 

that assists the data subject 
to exercise their data rights…

Interoperable Consent Receipt Specification
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A Consent Receipt that is human readable
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..and Machine readable

● Signed JWT
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specification and the MyData 6 Principles

● Human-Centric control of Personal Data

● Individual as the point of Integration

● Individual Empowerment

● Portability: Access and Reuse

● Transparency and Accountability

● Interoperability
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● Update Consent Receipt specification

● CR Templates for multi-jurisdiction, and Privacy Notice template 

● Make it a ‘data receipt/certificate/contract’

● Co-ordinate Kantara’s CR, UMA and UST with Consent Practices WG

● Encourage inclusion in codes of practice

● Conformity assessment scheme

● Issue trust marks

Part reference: Interoperable Consent Receipt Specification

Future Work
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Conformity Assessment for Personal Data standards & specifications coming..



Nurture. Develop. Operate. 

– that’s what we do

colin@kantarainitiative.org

Twitter: 

@KantaraColin

@KantaraNews

Join us at https://kantarainitiative.org/membership/
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